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Redesigning and securing a 16-campus university network: from a congested, flat legacy network to a resilient hybrid cloud with secure BYOD and work-from-home access.
Executive summary
First National University (FNU) needed a network that could serve 60,000 students and 5,750 staff, absorb 50% enrolment growth in three years, and finally offer Bring Your Own Device (BYOD) and Work-at-Home (WAT) access without opening the door to attackers. This case study covers the full engagement in three parts: the network redesign, the security plan that governs it, and a working Azure proof of concept of the five priority security controls.
The legacy network ran on Frame Relay, a single broadcast domain per site, no routing protocol on WAN routes, and a multiservice router doubling as the NAT firewall. That router was the main bottleneck and a single point of failure. The redesign replaces it with a Cisco three-tier campus, an MPLS WAN, and an Azure cloud data centre reached over ExpressRoute.
	
	

	Organisation
	First National University (FNU), Australia (scenario-based capstone, Master of IT, Networking and Information Security)

	Prepared by
	Loreto Jr Briones, project lead and IT head (in the scenario)

	Footprint
	Main campus, 10 metropolitan campuses, 5 regional campuses; headquarters, operations and backup facilities

	Users
	~60,000 students (45,000 on campus, 15,000 online) and 5,750 staff; ~54,000 network stations

	Core problem
	Congestion, frequent downtime, no BYOD or WAT, no disaster recovery or business continuity plan

	Approach
	Top-down network design (Oppenheimer), Whitman and Mattord risk management, Azure proof of concept

	Key technologies
	Cisco Nexus 7700, Catalyst 9500/9300, ASA firewalls, IPS, MPLS VPN, OSPF, Azure ExpressRoute, VPN Gateway (S2S/P2S), Backup, Entra ID (Azure AD), Load Balancer

	Outcome
	Validated design for 99.9% availability; 5 security controls built and tested in Azure; full policy, DR/BCP and residual-risk framework


The three parts
1. Network redesign: requirements, analysis of the existing network and traffic, and the new logical and physical design.
1. Network security plan: asset and risk analysis, the policy framework, disaster recovery and business continuity, and residual risk.
1. Security controls implementation: five controls built in Microsoft Azure, each with a test plan and results.
The case study closes with outcomes and an assessment of the original work, listing the corrections and 2026 updates applied in this version.
Part 1: Network redesign
The redesign replaces FNU's flat, router-bottlenecked network with a redundant Cisco three-tier campus, an MPLS WAN and an Azure cloud data centre, built to reach 99.9% availability and absorb 50% growth. It followed Oppenheimer's top-down method: business goals first, then the existing network and its traffic, then the logical and physical design.
1.1 The challenge
The IT department's own health check found five problems, all traceable to the legacy design:
	Area
	Finding
	Root cause

	Availability
	Frequent downtime under load
	Data transmission overload; no redundancy at the network edge

	Utilisation
	Excessive broadcast traffic
	One broadcast domain per site; WAN routes with no routing protocol

	Accuracy
	Significant delay on every request
	Multiservice platform router doing NAT, firewalling and packet filtering for every user

	Efficiency
	High collision rates
	Broadcast-heavy configuration on 100Base-TX shared links

	Response time
	Slow at peak hours
	All servers, voice and video concentrated in the operations facility


The wider estate made matters worse. Sixteen campuses and three facilities were joined by a full mesh of Frame Relay and Layer 2 VPLS links, external partners came in over DSL, and there was no disaster recovery or business continuity plan. Staff and students were also pushing for BYOD and WAT, which IT had refused because of rogue wireless access points already appearing on campus.
1.2 Requirements
Business goals: support 50% enrolment growth in three years, reliable online assignment submission, research collaboration with partner universities, secure BYOD and WAT, and a network that defends users from attackers.
Constraints: the BYOD and WAT dispute between IT and users, legacy systems that must be migrated, and ageing routers, switches and cabling that limit what can be reused.
	Technical goal
	Target set for the design

	Availability
	99.9% uptime (no more than 8.8 hours of downtime a year); MTBF 6,000 hours; MTTR under 90 minutes

	Performance
	Under 1 second response time for interactive applications such as assignment submission

	Scalability
	50% more users with no redesign of the core

	Security
	Protect the Internet edge and internal network; weekly or monthly device assessments

	Manageability
	Full FCAPS coverage: fault, configuration, accounting, performance, security

	Affordability
	Minimise recurring WAN cost using oversubscription, MPLS and cloud services


1.3 Traffic analysis
Sixteen applications were mapped to their user communities and data stores. Most run client/server from Windows and Linux servers in the operations facility; Office 365, Google Docs and Adobe Creative Cloud are SaaS.
· Peak demand: about 5 Mbps of combined application traffic per active user, across about 54,000 stations.
· Heaviest applications: video conferencing and Adobe Creative Cloud, at 1.5 Mbps each. Both are classed inflexible (they need guaranteed bandwidth and low delay), so they get QoS priority.
· Everything else is flexible: email, web, the Moodle LMS, the student information system, ERP and the library, at 120 to 300 kbps each.
· Bottleneck strategy: prioritise the top applications, and over-provision the LAN, where bandwidth is cheap. Keep WAN bandwidth lean, where it is expensive.
1.4 Logical design
Topology: a Cisco Enterprise Campus three-tier model with modular blocks (management, faculty, data centre, WAN edge, extranet, intranet), every layer built in redundant pairs.
	Layer
	Platform
	Role in the design

	Core
	Cisco Nexus 7700 (Supervisor 2E)
	High-speed, resilient Layer 3 backbone; dual WAN and dual ISP routers; services blocks with ASA firewalls, IPS, wireless controllers and a DMZ

	Distribution
	Cisco Catalyst 9500-24Q (StackWise Virtual)
	Policy enforcement, route and link aggregation, access control; redundant ASA and IPS pairs

	Access
	Cisco Catalyst 9300 / 9400
	Wired and wireless edge (Cisco 3800 APs); endpoint protection, Catalyst Integrated Security Features against IP spoofing, rogue DHCP and ARP attacks

	WAN and cloud
	MPLS VPN, Azure ExpressRoute, VPN Gateway
	Campuses over MPLS; the data centre moves to Azure; partners over site-to-site VPN; staff over point-to-site VPN


Protocols selected:
	Protocol
	Why

	OSPF
	Fast convergence, VLSM support, route summarisation and authentication in the core

	MST (802.1s)
	Loop prevention with fewer spanning-tree instances than per-VLAN STP

	LACP / EtherChannel
	Redundancy and load sharing across bundled uplinks

	UDLD
	Detects one-way links and shuts misconnected ports

	VTP (v3)
	Central VLAN management across switches

	GLBP
	First-hop redundancy with load sharing: several gateways forward traffic at once, and the rest take over if one fails

	MPLS
	Turns the Frame Relay estate into label-switched routers, with end-to-end QoS and scalable VPNs

	PIM
	Multicast for lecture streaming and video

	DHCP (with relay)
	Automatic addressing across segments


IP addressing: FNU's public block 138.55.0.0/16 (from AARNet) is used only for servers and the external interfaces of gateways. Internally, VLSM divides private space by campus, and each campus block is split again into VLANs.
	Site
	Hosts needed
	Prefix
	Subnet

	Main campus
	20,930
	/17
	10.0.0.0/17

	Metro campuses 1 to 8
	2,810 each
	/20 each
	10.0.128.0 to 10.0.240.0

	Metro campuses 9 and 10
	2,810 each
	/20 each
	10.1.0.0, 10.1.16.0

	Regional campuses 1 to 5
	2,810 each
	/20 each
	10.1.32.0 to 10.1.96.0

	Azure virtual networks
	Reserved
	/20
	10.1.112.0/20

	Operations facility
	138
	/24
	10.1.128.0/24


A metro campus block (10.0.128.0/20, for example) splits into BYOD (/21, 2,046 hosts), academic (/24), admin and management (/26 each), ten computer labs (/27 each, 24 PCs plus a printer), and a NAS link (/30).
Network management: a full FCAPS model. Fault management uses SNMP, RMON, Syslog severity levels and help-desk ticketing. Configuration management keeps asset inventory and version logging. Accounting tracks traffic by department. Performance management runs end-to-end and per-component RTT baselines. Security management covers authentication, key distribution and encrypted audit logs.
1.5 Physical design
· Cabling: moves from centralised to a distributed cabling scheme for manageability and scale. Cat 6A copper to the desk; multimode and single-mode fibre for risers and links between buildings.
· LAN technologies: full-duplex switched Ethernet throughout; 1 Gbps to the desk; 10/40 Gbps uplinks and backbone on EtherChannel; Metro Ethernet where carriers offer it.
· WAN: Frame Relay is retired for an MPLS VPN (end-to-end QoS, any-to-any connectivity, simpler provisioning). The backup facility becomes an Azure subscription reached over ExpressRoute private peering.
· Remote access: partner DSL is replaced by an Azure site-to-site IPsec/IKE tunnel to the HPC environment. Staff and students use point-to-site VPN over IKEv2 or SSTP.
1.6 Network diagrams
The three diagrams below are the original project drawings: the existing WAN, the new logical hierarchy, and the new physical network map.
[image: Existing FNU wide area network]
Figure 1. Existing WAN: campuses and facilities in a Frame Relay and VPLS mesh, with external partners on DSL.
[image: New FNU logical hierarchical design]
Figure 2. New logical design: WAN and cloud tier, then redundant core, distribution and access layers. Note: the campus labels at the top are swapped in the original drawing (FNU has 10 metropolitan and 5 regional campuses), and access links shown at 100 Mbps are revised to 1 Gbps.
[image: New FNU physical network map]
Figure 3. New physical network map: three-tier blocks at every campus and the operations site, dual MPLS clouds, and the Azure cloud data centre with active and warm sites.
Part 2: Network security plan
The security plan sets out what FNU must protect, what threatens it, and the policies, recovery procedures and residual-risk decisions that keep the new network safe once BYOD and WAT are switched on. Its risk method follows Whitman and Mattord: risk = asset value × likelihood of a vulnerability being exploited, minus the share mitigated by controls, plus uncertainty.
2.1 Assets
Physical assets were valued and rated by business impact. High-impact items are the ASA firewall ($14,000), core switches ($5,500), main and backup servers ($4,000 each), the DHCP server ($2,500), distribution switches ($1,500) and routers ($1,400). Medium-impact items are lab desktops, wireless equipment and access switches. Low-impact items are printers, power supplies and cabling.
Non-physical assets often matter more: student records, employee records, partner relationships (hospitals, research centres, vendors and technology partners), and FNU's public reputation.
2.2 Risk assessment
Likelihood was scored from 1 (remote) to 5 (frequent). The highest-rated risks are below.
	Asset
	Risk
	Example
	Likelihood (1 to 5)

	Servers
	Network attack
	Intrusion, DNS poisoning, ARP poisoning
	4

	Servers
	Malware
	Viruses, worms, Trojans; failed backups
	4

	Servers
	Weak authentication
	Guessable passwords
	3

	Servers
	Human error
	Misconfiguration, forgotten credentials
	3

	Lab desktops
	Removable media
	Infected USB drives
	3

	Lab desktops
	Overload
	Server crashes from request floods
	3

	Staff laptops
	Malware over remote access
	Compromised home devices on VPN
	3

	Routers and switches
	Component ageing
	Failure after end of service life
	3

	Switches
	Mixed cabling standards
	Base-T and Base-TX runs causing speed mismatches
	3


At system level, the five standout risks were rogue ad hoc wireless networks set up by students, congestion from enrolment growth, the multiservice router as a single point of failure, inefficient legacy protocols, and the larger attack surface BYOD and WAT would add.
Threat model: the twelve threat categories from Whitman and Mattord (T1 to T12) were assessed against FNU. They cover human error, intellectual property compromise, trespass, extortion, sabotage, theft, software attacks, forces of nature, service-quality deviations, hardware failure, software failure and technical obsolescence. Vulnerabilities were mapped across hardware, software, people, and policy and procedure (Kizza).
2.3 Security policy framework
Policies were written in six families, based on the SANS policy templates. The key controls are summarised below; the assessment section notes where they were brought in line with current practice.
	Policy family
	Key controls

	Acceptable use
	Email and Internet for university business; 15-minute screen lock; licensed software only; device encryption and remote wipe; mandatory incident reporting

	Network security
	Managed endpoint protection on all devices; DMZ for public services with full audit logging; signed agreements and security review for every extranet link; VPN with approved clients, MFA and idle timeout; next-generation firewall with content filtering; IDS/IPS on DMZ and internal segments; regular vulnerability scanning; IP address management through AARNet

	Wireless and BYOD
	WPA2/WPA3-Enterprise with 802.1X and per-user authentication; separate BYOD and guest VLANs; rogue AP detection on the wireless controllers; mandatory security awareness for BYOD users

	Physical
	Locked, alarmed and monitored equipment rooms; visitor sign-in and escort; biometric access to the data centre; asset inventory with serial numbers

	Personnel
	Visitor credentials time-limited; role-based security training for all staff; access removed on the day someone leaves

	Data
	Information classified as public, internal, confidential or restricted; encryption at rest (BitLocker, dm-crypt) and in transit; scheduled, tested backups; passphrase and MFA standard

	Systems and hardware
	Annual infrastructure review; secure disposal with data sanitisation; hardened router and switch configurations (encrypted secrets, unused services off, login banners); server security logs kept 90 days online and 12 months archived; daily incremental and monthly full backups kept 2 years


2.4 Disaster recovery and business continuity
The business continuity plan follows the seven-step CISSP lifecycle: policy statement, business impact analysis (BIA), preventive controls, recovery strategy, contingency planning, testing and training, and maintenance.
The BIA classified each function by maximum tolerable downtime (MTD):
	Tier
	MTD
	FNU examples

	Critical
	Minutes to hours
	Server data, authentication, the LMS during assessment periods

	Urgent
	24 hours
	Telephony (backup lines already in place)

	Important
	72 hours
	Senior department workstations and equipment

	Normal
	7 days
	General staff services

	Non-essential
	30 days
	Email archives, published grades, low-priority facilities


Recovery strategy: all FNU data is backed up to Azure in a separate region, so a disaster at any campus or facility cannot destroy both the primary data and its backup. Loreto Jr Briones led succession planning and data backup and restore. Other leads covered information and data, equipment failure and replacement, media management, and service criticality and recovery timeframes.
Supporting elements:
· Incident response: a computer incident response team (CIRT) handles data breaches, denial of service, port scans, firewall attacks and malware. Every incident is reported to the IT help desk at once.
· Restoration teams: damage assessment, legal, security, salvage, network recovery and telecommunications.
· Digital forensics: capture of volatile memory, storage media and network evidence to support investigations.
· Insurance: cyber, business equipment interruption, liability and property cover to transfer what controls cannot remove.
· Plan maintenance: continuity built into job descriptions, change management and audits, with regular tests and drills.
2.5 Residual risk
Some risk remains after any set of controls. The plan names what is left and decides how to handle each item:
	Strategy
	What remains at FNU

	Avoid
	Over-focusing on IT risk could divert attention and budget from teaching quality

	Reduce
	New controls can create new risks, such as skipping checks on new routers that turn out to be faulty

	Transfer
	Insurance may exclude some losses or be disputed at claim time

	Accept
	Low-impact risks whose control would cost more than the loss


The residual risk management plan acknowledges these risks, records control strengths and weaknesses, offers options to offset unacceptable risk, and defines FNU's risk appetite. Delivery relies on the audit group, legal counsel, facilities, operations and university security, alongside academic, university, management and senior management staff.
Part 3: Security controls implementation
Five priority controls from the security plan were built and tested in a Microsoft Azure lab, and all five passed their test plans. Each one maps to a specific risk or business goal from Parts 1 and 2.
3.1 Lab environment
The lab was built with PowerShell: one resource group, an availability set, a virtual network, two Windows Server virtual machines (acting as the operations server and the backup server) and a Windows 10 client. This mirrors FNU's planned move of the operations and backup facilities into Azure.
3.2 Controls at a glance
	Control
	Risk or goal addressed
	What was built
	Test
	Result

	Azure Backup and Recovery Services
	Data loss, disaster recovery, ransomware
	Recovery Services vault; Microsoft Azure Backup Server with a SQL instance; protection agent on the file server; protection group with daily online backup
	Back up the server, then restore the VM from a restore point
	Pass: VM restored from the vault with no impact on operations

	Microsoft Entra ID (then Azure AD) with Domain Services
	Weak authentication, identity sprawl
	Custom domain (fnuedu.com) verified and set as primary; managed domain services in their own subnet; global administrator account
	Join the FNU server to the managed domain; check user and group sync
	Pass: server joined and users and groups synced; first deployment took about an hour to propagate

	Windows Server 2016 service provisioning (FTP)
	Unauthorised access to shared data
	IIS FTP site with certificates, passive port range and firewall rules, authentication and per-folder authorisation, audit logging
	Authenticate as a student; try student, faculty and IT folders; upload and download; review logs
	Pass: student folder allowed, faculty and IT folders denied, every action logged

	Azure Load Balancer
	Availability, server overload
	Public load balancer; two IIS back-end VMs in a back-end pool; HTTP health probe and load-balancing rule; NSG rules
	Browse the front-end IP, stop server 1, re-browse; restart, stop server 2, re-browse
	Pass: traffic failed over automatically each time

	Azure point-to-site VPN (WAT)
	Secure work from home
	Virtual network gateway; gateway subnet; client address pool 10.20.20.0/24; root and client certificates; IKEv2 and SSTP tunnels
	Connect with a certificate; ping server; RDP with domain credentials; retry from a PC without a certificate
	Pass: authorised client connected; client without a certificate refused


3.3 Findings by control
Backup and recovery. Backup ran in the cloud without touching production, and restores were quick. Cost scales with the number of protection groups, the storage tier and the retention period, so retention must be set by the BIA tiers rather than left at defaults. Backups replicate to a second Azure region to meet the DR requirement.
Identity. Managed domain services gave FNU a cloud-hosted domain that on-premises and cloud servers can join. This is the foundation for single sign-on, conditional access and self-service password reset. Its virtual network needs its own non-overlapping address range (see the assessment section).
Service provisioning. The test confirmed that folder-level authorisation separates student, faculty and IT data, and that every action leaves an audit trail. For production, the service must run as FTPS with TLS required, or be replaced by SFTP or SharePoint, so credentials and files are never sent in clear text.
Load balancing. Health probes removed a failed server from rotation within seconds, which directly supports the 99.9% availability target. In production, back-end servers keep private addresses only, administration goes through Azure Bastion rather than public RDP, and web traffic is served over HTTPS behind Application Gateway with a web application firewall.
Point-to-site VPN. Certificate-based access worked, and unauthorised devices were refused. That is exactly the safeguard IT had wanted before agreeing to WAT. IKEv2 is native on Windows 10 and later, and SSTP covers older Windows clients. For production, use Entra ID authentication with MFA and an enterprise PKI instead of self-signed certificates, and restrict ciphers to AES-256 and SHA-256 or stronger.
3.4 Business outcome
Together the five controls close the gaps that blocked FNU's goals. Recovery is now tested rather than assumed. Identity is centralised. Shared data is segmented and audited. Web services survive a server failure. Remote access is gated by both identity and device certificate, which settles the long-running BYOD and WAT dispute on IT's terms.
Outcomes and lessons learned
The project delivered a complete, defensible blueprint: a redesigned network sized for 50% growth and 99.9% availability, a governance framework covering risk, policy, DR/BCP and residual risk, and five security controls proven in a live cloud environment.
	Outcome
	Before
	After

	Edge security
	One multiservice router doing NAT, firewalling and filtering (a bottleneck and single point of failure)
	Dedicated, redundant ASA firewalls, IPS and DMZ at core and distribution

	Broadcast and congestion
	One broadcast domain per site; WAN routes with no routing protocol
	VLAN segmentation, OSPF, MST, EtherChannel, QoS for real-time applications

	WAN
	Frame Relay and VPLS mesh; partners on DSL
	MPLS VPN, ExpressRoute to Azure, site-to-site VPN for partners

	Resilience
	No DR or BCP; warm backup site
	BIA with MTD tiers; tested cloud backup and restore in a second region; load-balanced services

	BYOD and WAT
	Blocked over security concerns
	Enabled through 802.1X wireless, segmented BYOD VLANs and certificate-gated VPN


Lessons learned:
· Security architecture is performance architecture. FNU's slowest component was its security device. Separating routing, firewalling and intrusion prevention fixed speed and protection together.
· Policy decides adoption. The technical fix for BYOD and WAT existed long before the project; what unblocked it was a policy framework and a tested control that IT could trust.
· Test the restore, not the backup. The proof of concept only counted backup as working once a full VM restore succeeded.
· Address planning has long-term consequences. An addressing plan has to hold up for hybrid cloud, partner links and future acquisitions, not just today's campuses.
Skills demonstrated: top-down network design; Cisco campus and WAN architecture; VLSM and IP address management; routing and switching protocol selection; risk assessment and threat modelling; security policy development (SANS); BIA, DR and BCP planning; Microsoft Azure networking, identity, backup and load balancing; test planning and validation.
Assessment of the original work
The original 2018 report was reviewed line by line for this case study. The corrections and updates below are already reflected in Parts 1 to 3.
	Area
	Original
	Revised
	Why

	Private addressing
	192.168.0.0/14
	10.0.0.0/15, same VLSM sizes and order
	192.168.0.0/14 runs into 192.169.x to 192.171.x, which is public, routable space owned by others; only 192.168.0.0/16 is private (RFC 1918)

	Azure address space
	Domain Services DNS on 192.168.0.4 and .5; cloud given a /24
	Azure reserved 10.1.112.0/20, separate from every campus range
	Overlapping ranges break routing over ExpressRoute and VPN; a /24 is too small for gateway, identity and workload subnets

	VLAN plan
	Base network written as 162.168.128.0/20
	10.0.128.0/20
	Typo in the original

	GLBP
	Called "Global Load Balancing Protocol" and described as active/standby
	Gateway Load Balancing Protocol, with several gateways forwarding at once
	Active/standby describes HSRP or VRRP; load sharing is what makes GLBP worth choosing

	VTP
	VTP (version not stated)
	VTP version 3
	Earlier versions can wipe VLANs across the campus from one misconfigured switch

	Access links and cabling
	100Base-TX to desk; coax, twinax, Long-Reach Ethernet
	1 Gbps to desk on Cat 6A; fibre between buildings
	100 Mbps cannot serve a modern large campus; coax, twinax and LRE (11.25 Mbps) are obsolete

	Partner access
	Conclusion both kept and removed DSL
	Replaced by Azure site-to-site VPN
	The original contradicted itself; the design text and diagrams use site-to-site VPN

	Wireless security
	TKIP encryption; hidden SSIDs
	WPA2/WPA3-Enterprise with 802.1X and AES
	TKIP is deprecated and breakable; hiding an SSID adds no security

	Password policy
	Passwords built from birth month or day, or employee ID; recoverable password database
	Long passphrases, MFA, breached-password blocking, self-service reset; passwords stored only as salted hashes (NIST SP 800-63B)
	Personal data makes passwords guessable, and a recoverable password store is a high-value target

	VPN encryption
	RC4, DES, 3DES, MD5 listed
	AES-256 and SHA-256 or stronger
	The listed algorithms are broken or deprecated

	Logging and timeouts
	Server logs kept 5 days; VPN idle timeout 2 minutes
	90 days online and 12 months archived; 15 to 30 minute idle timeout
	5 days is too short for incident investigation; 2 minutes is unworkable for users

	IDS/IPS
	Norton endpoint security listed as the intrusion prevention system
	Network IPS (Cisco Firepower class) plus managed endpoint protection
	Endpoint antivirus is not a network intrusion prevention system

	Lab exposure
	Back-end VMs on public IPs; RDP open to the Internet; HTTP only
	Private back ends, Azure Bastion, HTTPS behind a web application firewall
	Lab shortcuts should never reach production; public IPs from the lab are not published here

	HR policy
	Minimum hiring age of 23; termination rules
	Removed
	Age-based hiring is discriminatory under Australian law, and HR rules are out of scope for a security plan

	Traffic tables
	Application codes differed between tables
	Reconciled to the traffic-characteristics table
	The two tables gave different applications for the same codes

	Data centre siting
	Servers placed in basements
	Raised, flood-protected rooms, with cloud as the DR site
	Basements carry flood risk

	Team details
	Team member, mentor and student ID details
	Removed; Loreto Jr Briones credited
	At the author's request


2026 platform updates. Azure AD is now Microsoft Entra ID. The AzureRM PowerShell module used to build the lab was deprecated on 29 February 2024; the Az module (Connect-AzAccount) replaces it. Basic Load Balancer was retired on 30 September 2025 in favour of Standard. Windows Server 2016 reaches end of extended support on 12 January 2027, so new builds should use Windows Server 2022 or 2025. The Cisco platforms named (Nexus 7700, Catalyst 9000, 8500 WLC, 3800 APs) were current in 2018; today's equivalents are Catalyst 9800 controllers and Wi-Fi 6E/7 access points.
Sources
· Oppenheimer, P. (2011). Top-Down Network Design (3rd ed.). Cisco Press.
· Whitman, M. and Mattord, H. (2012). Principles of Information Security (4th ed.). Course Technology.
· Cisco Systems (2018). Cisco Validated Design: Campus LAN and Wireless LAN Design Guide.
· Snedaker, S. and Rima, C. Business Continuity and Disaster Recovery Planning for IT Professionals. Elsevier.
· SANS Institute: Information Security Policy Templates
· Microsoft: About Azure VPN Gateway
· Microsoft: Azure Entra ID rename · AzureRM retirement · Basic Load Balancer upgrade guidance
· Windows Server 2016 end of life (InvGate)
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