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Re-engineering a 16-campus university network for 2026: a Zero Trust hybrid design with SD-WAN, identity-first access and ransomware-ready recovery.
Executive summary
This edition takes the original 2018 First National University (FNU) network redesign and security project and re-engineers it to 2026 practice. The business problem is unchanged: 60,000 students and 5,750 staff, 50% growth expected, frequent outages, and no safe way to offer Bring Your Own Device (BYOD) or work-from-home access. What changes is the answer. The perimeter-and-VPN model gives way to Zero Trust, where every request is checked for identity, device health and context, wherever it comes from.
	
	

	Organisation
	First National University (FNU), Australia (scenario-based capstone, Master of IT, Networking and Information Security)

	Prepared by
	Loreto Jr Briones

	Footprint
	Main campus, 10 metropolitan campuses, 5 regional campuses; operations site; Azure as the primary data centre

	Users
	~60,000 students and 5,750 staff; ~54,000 managed stations plus BYOD

	Design principles
	Zero Trust (NIST SP 800-207), cloud-first, automation-first, secure by default, measurable resilience

	Governance
	NIST CSF 2.0; ACSC Essential Eight Maturity Level 2 target; ISO/IEC 27001:2022 alignment; Privacy Act and Notifiable Data Breaches scheme

	Key technologies
	Cisco Catalyst 9000 campus, Catalyst SD-WAN, Catalyst 9800 and Wi-Fi 7, Cisco ISE, Secure Firewall; Microsoft Entra ID, Intune, Defender XDR, Sentinel, Entra Private and Internet Access; Azure Virtual WAN, ExpressRoute, Azure Backup

	Targets
	99.95% service availability for critical services; under 1 second response for interactive apps; RPO 15 minutes and RTO 4 hours for critical systems


How this edition is organised
1. Modern network design: the campus, WAN, wireless, addressing and operations model.
1. Security program: governance, threat model, Essential Eight, policy and ransomware-ready recovery.
1. Security controls: the five controls proven in the original Azure lab, plus the 2026 control set and how each will be validated.
A modernisation map at the end shows each 2018 choice next to its 2026 replacement.
Note on evidence: the Part 3 lab results come from the original 2018 proof of concept. The 2026 design elements are engineering recommendations with a defined validation plan; they have not yet been tested in a lab.
Part 1: Modern network design
The 2026 design is a segmented, automated campus fabric joined by SD-WAN to Azure, where access is decided by identity and device posture rather than by network location. It keeps the top-down method of the original project but changes nearly every layer underneath.
1.1 The challenge (unchanged)
The legacy network's problems remain the starting point:
· Bottleneck: one multiservice router doing NAT, firewalling and packet filtering for every user.
· Flat and broadcast-heavy: a single broadcast domain per site, and WAN routes with no routing protocol.
· Ageing WAN: a Frame Relay and VPLS mesh, with partners connected over DSL.
· No recovery plan: no disaster recovery or business continuity plan.
· Blocked services: no BYOD or work-from-home access, because of rogue access point risk.
1.2 Requirements, restated for 2026
	Goal
	2026 target

	Availability
	99.95% for critical services (no more than 4.4 hours a year); no single point of failure from access uplink to cloud

	Performance
	Under 1 second for interactive apps; application-aware routing for video and real-time teaching tools

	Scalability
	50% growth with no core redesign; device count doubles once BYOD and IoT are included

	Security
	Zero Trust: every user, device and workload authenticated and authorised per session; segmentation by role, not by VLAN alone

	Manageability
	Intent-based automation and configuration as code; no manual switch-by-switch changes

	Observability
	Streaming telemetry and end-to-end experience monitoring for campus, WAN, cloud and SaaS

	Sustainability and cost
	Fewer recurring circuits; scheduled PoE; consumption-based cloud services


1.3 Campus: a segmented fabric
	Layer
	2026 platform
	Role

	Core
	Cisco Catalyst 9600 (redundant pair)
	40/100 Gbps Layer 3 backbone; fabric border to the SD-WAN edge, cloud and Internet

	Distribution
	Cisco Catalyst 9500 (StackWise Virtual)
	Layer 3 aggregation; fabric control plane

	Access
	Cisco Catalyst 9300X / 9400
	Multigigabit (2.5/5/10G) and UPOE+ for Wi-Fi 7 APs, phones and IoT; 10/25G uplinks

	Fabric
	Cisco SD-Access, managed by Catalyst Center
	VXLAN overlay with distributed anycast gateways; segmentation by virtual network (VN) and Security Group Tag (SGT)

	Access control
	Cisco ISE
	802.1X and MAB at every port and SSID; posture from Intune; dynamic SGT assignment


Segmentation now follows who and what is connecting, not just which port. Students, staff, research, administration, building systems and guests sit in separate virtual networks. Group-based policy blocks lateral movement inside each one: for example, a student device cannot reach another student's device or a lab management interface.
1.4 Wireless
· Controllers and APs: Cisco Catalyst 9800 controllers in an HA pair, with Wi-Fi 7 access points in high-density lecture theatres, libraries and residences.
· Students and staff: eduroam on WPA3-Enterprise with 802.1X, so users roam securely across campuses and other universities.
· BYOD onboarding: self-service through ISE, with Intune compliance for devices that reach staff systems.
· Guests: sponsored or self-registered access on WPA3 Enhanced Open (OWE), so even open Wi-Fi is encrypted. Guests go straight to the Internet with no internal reach.
· Rogue access points: detected and contained by the controller's wireless intrusion prevention, which directly addresses the original rogue ad hoc AP risk.
1.5 WAN, cloud and remote access
· SD-WAN: Cisco Catalyst SD-WAN replaces the Frame Relay and MPLS-only WAN. Large sites keep MPLS alongside dual Internet links. Regional campuses use dual broadband with 5G backup. AARNet provides research and Internet transit. Application-aware routing steers video and assessment traffic over the best path.
· Cloud: Azure becomes the primary data centre, built as hub-and-spoke on Azure Virtual WAN with ExpressRoute from the main campus and operations site. SD-WAN edges connect into the Virtual WAN hub.
· Remote staff and students: Microsoft Entra Private Access (zero trust network access) replaces point-to-site VPN. Users reach individual applications, never the whole network, after Entra ID sign-in, MFA and a device compliance check.
· Internet security: Entra Internet Access (a secure web gateway) applies the same policy on and off campus.
· Partners: Entra B2B guest identities with per-application access. Site-to-site IPsec is kept only where a partner system needs network-level connectivity, and it ends in a dedicated, firewalled spoke.
1.6 Addressing and protocols
IPv4 (RFC 1918): the corrected campus plan from the original project, using VLSM within 10.0.0.0/15 (main campus /17, each other campus /20). Azure gets its own non-overlapping 10.100.0.0/16 for hubs and spokes.
IPv6: dual-stack from day one, with a /48 per site from FNU's AARNet allocation and a /64 per segment. Much SaaS and research traffic already runs over IPv6, and dual-stack avoids a second migration later.
IP address management: a single IPAM source of truth (for example NetBox or Infoblox) feeds the automation pipeline. Addresses are allocated in the tool, never in a spreadsheet.
	Function
	2026 choice

	Fabric underlay
	IS-IS (SD-Access default), with BFD for sub-second failover

	WAN, cloud and Internet edge
	BGP (SD-WAN overlay, ExpressRoute, AARNet)

	First-hop redundancy
	Distributed anycast gateway in the fabric; replaces GLBP

	Link redundancy
	LACP and StackWise Virtual; UDLD on fibre

	Layer 2 loop protection
	Rapid PVST+ or MST only at the fabric edge; BPDU Guard on user ports

	VLAN management
	Catalyst Center automation; VTP set to off or transparent

	Multicast
	PIM sparse mode in the fabric, for lecture streaming

	QoS
	DSCP marking at the edge; SD-WAN application-aware policies


1.7 Operations: automation and observability
· Configuration as code: device templates live in Git. Changes go through peer review, automated pre-checks and staged rollout via Catalyst Center and Ansible. Drift is detected and reported daily.
· Telemetry: model-driven streaming telemetry and NetFlow replace SNMP polling, feeding Catalyst Center Assurance.
· Experience monitoring: ThousandEyes measures user experience end to end for Microsoft 365, the LMS and video platforms, from campus, branch and home.
· Security monitoring: network, identity and endpoint logs flow into Microsoft Sentinel (see Part 2).
· FCAPS (fault, configuration, accounting, performance, security) still frames the operating model, now delivered through automation.
1.8 Physical layer
· Cabling: Cat 6A to every desk and AP, to carry multigigabit speeds and UPOE+. OS2 single-mode fibre between buildings and in risers. Distributed cabling with redundant risers in every building.
· Speeds: 1 Gbps to desktops, 2.5 to 10 Gbps to APs, 10/25 Gbps access uplinks, 40/100 Gbps distribution to core.
· Rooms: raised, flood-protected equipment rooms with dual power feeds, UPS and environmental monitoring. No equipment in basements.
· Power: PoE schedules turn off AP radios and phones in empty buildings overnight.
1.9 Architecture at a glance
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FNU 2026 hybrid Zero Trust architecture
Every user, whether on campus, remote or a partner, passes the identity and policy layer before reaching the campus fabric or the security service edge. Campus traffic reaches Azure over SD-WAN and ExpressRoute; remote and partner traffic reaches apps through per-app ZTNA. Every layer feeds security operations.
Part 2: Security program
Security is run as a governed program, not a set of policies on a shelf. NIST CSF 2.0 sets the structure, the ACSC Essential Eight sets the baseline, and recovery is designed around the threat that matters most to universities today: ransomware with data theft.
2.1 Governance
· Framework: NIST CSF 2.0 (released February 2024) organises the program into six functions: Govern, Identify, Protect, Detect, Respond and Recover. Govern is the new one. It makes cyber risk a council and executive responsibility, with named risk owners and a stated risk appetite.
· Baseline: the ACSC Essential Eight, with Maturity Level 2 as the target across all eight strategies within 24 months.
· Management system: alignment to ISO/IEC 27001:2022 for the information security management system and supplier assurance.
· Legal obligations: the Privacy Act 1988 and the Notifiable Data Breaches scheme. A suspected eligible breach must be assessed within 30 days; if confirmed, affected individuals and the OAIC must be notified as soon as practicable.
· Accountability: a CISO-led security function reporting to the Vice-Chancellor's risk committee, with quarterly metrics on Essential Eight maturity, patch latency, MFA coverage, phishing resilience and recovery test results.
2.2 Assets and data
The asset view now covers cloud and identity, not just hardware. It includes campus network and wireless infrastructure, Azure subscriptions and workloads, the Entra ID tenant, SaaS (Microsoft 365, the LMS, the student information system), research data and HPC, endpoints (university-owned and BYOD), and OT and building systems.
Data is classified as public, internal, sensitive or highly sensitive, with student records, health and disability information, financial data and sensitive research at the top. Microsoft Purview applies labels and data loss prevention to match.
2.3 Threat model
Threats are mapped to MITRE ATT&CK so that detections and controls can be tested against real attacker techniques. The likelihood scale (1 to 5) from the original project is kept.
	Threat
	Typical path in a university
	Likelihood (1 to 5)
	Primary controls

	Ransomware with data theft
	Phished credentials or an unpatched edge device, lateral movement, encryption and extortion
	5
	Phishing-resistant MFA, EDR, segmentation, immutable backups

	Credential phishing and MFA fatigue
	Fake sign-in pages, token theft, push bombing
	5
	Passkeys and FIDO2, number matching, conditional access, token protection

	Exploited Internet-facing systems
	VPN appliances, web apps, unpatched servers
	4
	Rapid patching (Essential Eight), attack surface reduction, ZTNA replacing VPN, WAF

	Cloud misconfiguration
	Public storage, over-permissive roles, exposed management ports
	4
	Defender for Cloud, Azure Policy, privileged identity management

	Compromised BYOD or IoT device
	Malware on personal devices; weak building-system devices
	4
	ISE posture, Intune compliance, SGT segmentation, isolated IoT network

	Third-party and supply chain compromise
	Breached vendor or partner account
	3
	B2B per-app access, supplier assessments, least privilege

	Insider misuse or error
	Data mishandling, misconfiguration
	3
	Purview DLP, change automation with peer review, audit logs

	DDoS and service disruption
	Attacks around exam and enrolment periods
	3
	Azure DDoS Protection, SD-WAN path diversity, CDN

	Physical and environmental
	Fire, flood, power loss
	2
	Cloud-first hosting, protected equipment rooms, dual power


2.4 Essential Eight maturity plan
	Strategy
	How FNU meets it
	Target

	Patch applications
	Intune and Configuration Manager; internet-facing apps patched within 48 hours for critical vulnerabilities
	ML2

	Patch operating systems
	Windows Autopatch, Linux update automation, vulnerability scanning with Defender Vulnerability Management
	ML2

	Multi-factor authentication
	Entra ID MFA for everyone; phishing-resistant passkeys and FIDO2 for staff and all administrators
	ML2 (ML3 for admins)

	Restrict administrative privileges
	Privileged Identity Management with just-in-time elevation; separate admin accounts; privileged access workstations
	ML2

	Application control
	App Control for Business (WDAC) on staff and lab devices
	ML2

	Restrict Microsoft Office macros
	Macros blocked from the Internet; only signed macros from trusted publishers
	ML2

	User application hardening
	Browser hardening and blocking of legacy components via Intune baselines
	ML2

	Regular backups
	Azure Backup with immutable vaults; restores tested quarterly
	ML2


2.5 Policy framework
The original six policy families are kept but rewritten to Zero Trust principles: verify explicitly, use least privilege, assume breach.
	Family
	Key 2026 controls

	Identity and access
	Phishing-resistant MFA; conditional access on user, device, location and risk; passwordless by default; long passphrases where passwords remain (NIST SP 800-63B); access reviews every quarter

	Devices and BYOD
	Intune enrolment for university devices; app protection policies for BYOD; ISE posture before network access; full-disk encryption; EDR on every managed endpoint

	Network
	Default-deny segmentation by SGT; ZTNA for remote access; WPA3-Enterprise and eduroam; secure web gateway on and off campus; no management interfaces exposed to the Internet

	Data
	Purview classification and DLP; encryption at rest and in transit (TLS 1.2 or later); retention set by records schedules

	Cloud
	Azure landing zone with Azure Policy guardrails; Defender for Cloud secure score targets; infrastructure as code with security scanning

	Operations
	Logs retained 12 months in Sentinel (90 days hot); change through automated pipelines; 24/7 managed detection and response

	People and physical
	Role-based security training and phishing simulations; badge and biometric access to equipment rooms; visitor management


2.6 Resilience: DR and BCP for the ransomware era
The business impact analysis keeps the original maximum tolerable downtime tiers and adds recovery point and recovery time objectives (RPO and RTO):
	Tier
	Examples
	RPO
	RTO

	Critical
	Identity (Entra ID, domain services), LMS, student information system, network core
	15 minutes
	4 hours

	Urgent
	Email and collaboration, telephony, ERP
	1 hour
	24 hours

	Important
	Research file services, departmental apps
	24 hours
	72 hours

	Normal and non-essential
	Archives, low-priority facilities systems
	24 hours
	7 to 30 days


Recovery design:
· Backups: Azure Backup with soft delete (up to 180 days), locked immutable vaults, multi-user authorisation through Resource Guard, and a logically air-gapped vault for critical data.
· Regions: Azure Site Recovery replicates critical workloads to a second Australian region.
· Clean-room recovery: a pre-built, isolated recovery environment so systems are restored into a known-clean network, not back into a compromised one. Identity is restored first.
· Testing: quarterly restore tests, an annual full DR exercise, and twice-yearly ransomware tabletop exercises with the executive team.
· Incident response: playbooks in Sentinel automate containment, such as disabling accounts, isolating devices and blocking indicators. Notifiable Data Breaches timelines and ACSC reporting are built into the plan.
· Cyber insurance: retained, with policy conditions (MFA, EDR, offline backups) mapped to the controls above.
2.7 Residual risk
The original four treatments (avoid, reduce, transfer, accept) remain. Residual risks are now tracked in a live risk register with an owner and review date for each. Risk appetite is set by the Govern function and reported as measurable thresholds, for example: no critical internet-facing vulnerability left open beyond 48 hours.
Part 3: Security controls
Five controls were built and tested in Azure in the original project, and all five passed. This part shows those results honestly as 2018 evidence, then shows how each control evolves for 2026, plus the new controls the Zero Trust design adds and how each will be validated.
3.1 Proven in the original lab (2018)
	Control
	Tested result
	2026 evolution

	Azure Backup and Recovery Services
	Server backed up to a Recovery Services vault and restored from a restore point with no operational impact
	Immutable, soft-delete vaults with multi-user authorisation; cross-region restore; quarterly clean-room restore tests

	Azure AD and AD Domain Services
	Server joined to the managed domain (fnuedu.com); users and groups synced
	Microsoft Entra ID with conditional access, passkeys and Privileged Identity Management; Entra Domain Services only for legacy apps that need it

	Windows Server 2016 file service (FTP)
	Folder-level access control: students allowed into their folder, denied faculty and IT folders; full audit trail
	Retired: SharePoint and OneDrive with Purview labels, or SFTP on Windows Server 2025 where a protocol is required (Server 2016 support ends 12 January 2027)

	Azure Load Balancer
	Traffic failed over automatically between two IIS servers when either was stopped
	Standard Load Balancer (Basic was retired in September 2025) or Azure Front Door and Application Gateway with WAF; private back ends only; Azure Bastion for admin access

	Azure point-to-site VPN
	Certificate-holding client connected; client without a certificate refused
	Replaced by Entra Private Access (ZTNA): per-app access after MFA and an Intune compliance check; P2S kept only as break-glass


3.2 New controls in the 2026 design
	Control
	Purpose
	Validation plan

	Conditional access and phishing-resistant MFA
	Stop credential phishing and MFA fatigue
	Test sign-in from non-compliant devices and risky locations is blocked; red-team phishing simulation against passkey users

	Cisco ISE with SD-Access group policy
	Enforce segmentation by role on wired and wireless
	Verify a student device cannot reach staff, admin or IoT groups; port-by-port 802.1X audit

	Intune and Defender for Endpoint (EDR)
	Device compliance and threat detection on every managed endpoint
	Run benign ATT&CK test techniques (for example Atomic Red Team); confirm detection and automatic isolation

	Microsoft Sentinel SIEM and SOAR
	Central detection and automated response
	Map detections to ATT&CK; measure mean time to detect and respond in tabletop and purple-team exercises

	Defender for Cloud and Azure Policy
	Prevent and detect cloud misconfiguration
	Secure score target above 80%; policy blocks public storage and open management ports in a test subscription

	Cisco Secure Firewall and Azure Firewall
	Inspect north-south and east-west traffic; IPS
	Controlled exploit replay in an isolated range; verify IPS blocks and logs reach Sentinel

	Entra Internet Access
	Secure web gateway on and off campus
	Confirm malicious and blocked categories are filtered for remote and on-campus users alike

	Immutable backup and clean-room recovery
	Survive ransomware
	Full restore of identity plus one critical app into the clean room within the 4-hour RTO


3.3 Validation approach
Each control moves through the same three stages before going live:
1. Build in a non-production Azure subscription and a lab campus fabric, deployed as infrastructure as code.
1. Test against the plan above, with results recorded as evidence for Essential Eight and ISO 27001 assessments.
1. Operate with Sentinel monitoring. The control counts as live only when its alerts and metrics appear in the security dashboard.
Modernisation map: 2018 to 2026
The biggest shift is from location-based trust to identity-based trust. Almost every other change follows from it.
	Area
	2018 design
	2026 design
	Why it changed

	Security model
	Perimeter: firewall at the edge, trusted inside
	Zero Trust: verify every session; assume breach
	Cloud, SaaS and remote work removed the perimeter; most breaches start with stolen credentials

	Remote access
	Point-to-site VPN
	Entra Private Access (ZTNA)
	VPN grants network-wide access, and VPN appliances are a top exploit target

	WAN
	MPLS VPN replacing Frame Relay
	Catalyst SD-WAN over MPLS, broadband and 5G
	Lower cost, application-aware routing, direct cloud on-ramps

	Core switching
	Cisco Nexus 7700
	Catalyst 9600 in an SD-Access fabric
	Campus-optimised platform with fabric and automation support

	Segmentation
	VLANs and ACLs
	Virtual networks plus Security Group Tags via ISE
	Policy follows the user and device; stops lateral movement

	First-hop redundancy
	GLBP
	Distributed anycast gateway
	Built into the fabric; no gateway pairs to manage

	VLAN management
	VTP
	Catalyst Center automation; VTP off
	Removes the risk of one switch wiping campus VLANs

	Wireless
	AireOS 8500, 802.11ac (3800 APs), TKIP
	Catalyst 9800, Wi-Fi 7, WPA3, eduroam
	Capacity, security and roaming between universities

	BYOD
	VLAN and policy only
	ISE onboarding, Intune app protection, posture checks
	Personal devices are verified, not just separated

	Addressing
	IPv4 only, 192.168.0.0/14 (included public space)
	Dual-stack, 10.0.0.0/15 plus a separate Azure /16, IPv6 /48 per site
	Correct private range, no cloud overlap, future-proof

	Firewall and IPS
	Cisco ASA; Norton endpoint as IPS
	Cisco Secure Firewall and Azure Firewall with IPS; Defender for Endpoint (EDR)
	Next-generation inspection; behaviour-based endpoint detection

	Identity
	Passwords (birth-date based); MFA mentioned only
	Passwordless and passkeys, conditional access, PIM
	Phishing-resistant authentication is the strongest single control

	Monitoring
	SNMP, RMON, Syslog
	Streaming telemetry, ThousandEyes, Microsoft Sentinel
	Real-time insight; correlated detection across network, identity and endpoint

	Change management
	Manual configuration
	Configuration as code with Git, CI pre-checks and drift detection
	Fewer errors, faster rollback, auditable changes

	Backup and DR
	Daily backup to a vault; warm site
	Immutable vaults, multi-user authorisation, cross-region, clean-room recovery
	Ransomware now targets backups first

	File sharing
	FTP on Windows Server 2016
	SharePoint and OneDrive with Purview, or SFTP
	FTP is clear text; Server 2016 support ends January 2027

	Load balancing
	Basic Load Balancer, HTTP, public back ends
	Standard Load Balancer, Front Door or App Gateway with WAF, private back ends
	Basic is retired; encrypted, protected web delivery

	Frameworks
	Whitman and Mattord; SANS templates
	NIST CSF 2.0, Essential Eight ML2, ISO 27001:2022
	Current Australian and international baselines

	Compliance
	Not addressed
	Privacy Act, Notifiable Data Breaches scheme, ACSC reporting
	Legal obligations for Australian universities

	Lab tooling
	AzureRM PowerShell, portal clicks
	Az PowerShell and Bicep or Terraform
	AzureRM deprecated in February 2024; repeatable builds


Outcomes and lessons learned
The 2026 design gives FNU a network that is faster, segmented by role, managed as code, and able to recover from ransomware within defined objectives, while finally delivering BYOD and work-from-home access safely.
	Outcome
	Original problem
	2026 result

	Performance
	A single router as the bottleneck
	Multigigabit fabric, 100G core, SD-WAN application steering

	Availability
	Frequent downtime, no DR
	99.95% target for critical services; tested RPO and RTO per tier

	BYOD and work from home
	Blocked over security concerns
	eduroam with WPA3, ISE onboarding, ZTNA per-app access

	Lateral movement
	Flat network
	Default-deny group policy between user, device and system groups

	Detection
	Logs on individual devices
	Sentinel correlation across network, identity, endpoint and cloud

	Compliance
	Undefined
	NIST CSF 2.0 program; Essential Eight ML2 roadmap; Notifiable Data Breaches readiness


Lessons learned:
· Identity is the new perimeter. The 2018 design secured the network edge. The 2026 design secures each session, which is what makes BYOD and remote access safe.
· Security architecture is performance architecture. Taking inspection off a single overloaded router fixed speed and protection together, and that is still true.
· Design for recovery, not just prevention. Assume breach: immutable backups and a clean-room restore matter as much as firewalls.
· Automate to stay correct. Configuration as code and drift detection keep a 16-campus network consistent with its design over time.
· Revisit designs regularly. An eight-year-old design still had sound fundamentals, but about a third of its technology choices needed replacing.
Skills demonstrated: top-down network design; Cisco SD-Access, SD-WAN and wireless architecture; IPv4 and IPv6 address planning; Zero Trust architecture; Microsoft Entra, Intune, Defender and Sentinel; Azure networking and resilience; NIST CSF 2.0 and Essential Eight program design; risk and threat modelling with MITRE ATT&CK; DR/BCP for ransomware; validation and test planning.
Sources
· NIST Cybersecurity Framework 2.0 released (Protiviti summary)
· ACSC: Essential Eight Maturity Model
· OAIC: Quick reference guide for responding to data breaches
· Microsoft: Azure Backup security overview
· Microsoft: Azure AD is becoming Microsoft Entra ID
· Microsoft: Upgrading from Basic Load Balancer
· Microsoft: AzureRM retirement overview
· Windows Server 2016 end of life (InvGate)
· NIST SP 800-207, Zero Trust Architecture (2020); NIST SP 800-63B, Digital Identity Guidelines
· Oppenheimer, P. (2011). Top-Down Network Design (3rd ed.). Cisco Press.
· Original project: Network Security Case Study, Loreto Jr Briones (2018 work, revised 2026).
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